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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

UNITED STATES OF AMERICA, ) No. CR 01-20138 RMW

)
Plaintiff, )

) PRETRIAL DIVERSION AGRFEMENT.
V. ' )
)
DMITRY SKLYAROV, )
Defendant. g

I, Dmiuy Sklyarov, and the United Sla[els Arntomey's Office for the Northern Dismict of
Califonia (hereafter “the governmemnt”) enter into this written Pretrial Diversion Agreement (the
“Agreement”).

Background

1. Dmitry Sklyrov has been charged with committing offenses against the United States
on dates unknown, bur beginning no later than June 20, 2001 and continuing until July 15, 2001, in
violation of Title 18, United States Code, Section 371 (conspiracy to traffic in a technology primarily
designed to circumvent, and marketed for use in ¢ircumventing technology that protects a right of

a copyright owner); Title 17, United Srates Code, Section 1201(b)(1)(A) (trafficking in technology
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primarily designed 1o circumvent technology that protects a right of a copyright owner); and Titls
17, United States Code, Section 1201(b)(1){(C) (trafficking in a2 technology marketed for use in
circumventing a technology that protects a night of a copyright owner). It appearing, after an
investigauon of the offense and the defendant’s background, that the interest of the United States,
the interest of the defendant, and the interest of justice will be best served by the following
procedure, the parties enter into this Agreement.
Defendant’s Promises

2. I agree and centify that I am Dmitry Sklyarov, the above-named defendant. I agres
the following facts are true:

A, Beginning on a date prior to June 20, 2001, and continuing through July
15, 2001, T was employed by the Russian software company, Elcomsofi Co. Lid. (also known as
Elcom Ltd.) (hereinafter “Elcomsoft™) as a computer programmer and cryptanalyst.

B. Prior to June 20, 2001, I was aware Adobe Systeins, Inc. (“Adobe™) was
a software company in the United States. I was also aware Adobe was the creator of the Adobe
Portable Document Format (“PDF™), a computer file format for the publication and distribution of
electronic documents. Prior to June 20, 2001, I knew Adobe distributed a program titled the Adob:
Acrobar eBook Reader that provided technology for the reading of documents in an electronic format
on personal compurters. Prior to June 20, 2001, I was aware that documents distributed in the Adobe
Acrobat eBook Reader format are PDF files and that specifications of PDF allow for l.imitinlg of
certain operations, such as opening, editing, printing, or annotating.

C. Prior to June 20, 2001, as a part of my dissertation work and as part of my
employment with Elcomsoft, ] wrote a part of computer program titled the Advanced eBook
Processor (“AEBPR™). I developed AEBPR as é practical application of my research for my
dissertation and in order to demonstrate weaknesses in protection methods of PDF files. The only
use of the AEBPR is to create an unprotected copy of an electronic document. Once a PDF file s
decrypted with the AEBPR, a copy is no longer protected by encryption. This is all the AEBPR
program does.

D. Prior to June 20, 2001, I believed that ElcomSoft planned to post the AEBFR
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program on the Internet on the company's website www.elcomsoft.com. Ibelieved that the compary
would charge a fee for a license for the full version of the AEBPR that would allow access to all
capabilities of the program.

E. Afier Adobe released anew version of the Adobe Acrobat eBook Reader that
prevented the initial version of the AEBPR program from removing the limitations or restrictions
on an e-book, I wrote software revisions for a new version of the AEBPR programn. The new version
again decrypted the e-document 10 which it was applied. The version of this new AEBPR program
offered on the Elcomsoft website only decrypted a portion of an e-document to which it was applied,
unless the user had already purchased a fully functional version of the earlier version and had both
versions installed on the same machine. The new version was developed after June 29, 2001. Atthi
time, Elcomsoft had already stopped selling the program. The version of this new program offercd
on the Elcomsoft website did not provide a user with an opportunity to purchase it or convert it 10
a fully functional one, and was developed as a martter of competition.

F. On July 15, 2001, as part of my employment with Elcomsoft, [ attended
the DEF CON Nine conference in Las Vegas, Nevada. Ar the conference I made a presentation
originally intended for the BlackHat conference that immediately preceded the DefCon Nine in July
2001 in Las Vegas, Nevada. The same group of people organizes both BlackHat and DefCon Nine.
Since there was no available slot for a presentation at BlackHat at the time when the paper was sent
for the committee consideration, the organizers of both conferences suggested that the paper be
presented at the DefCon rather than at BlackHat. The paper that [ read at DefCon is attached :s
Exhibit A. A principal part of my presentation is comprised of my research for the dissertation. In
mmy presentation when I said “we”, I meant Elcomsoft.

3. I assert and certify that I am aware of the fact that the Sixth Amendment to the
Constiturion of the United States provides that in all criminal prosecunons the accused shall enjoy
the right to a speedy and public tdal, I am also aware that Rule 48(b) of the Federal Rules of
Cnmina} Procedure provides that the Court may dismiss an indictment, information, or complaint
for unnecessary delay in presenting a charge to the Grand Jury, filing an information, or in bringing

a defendant to trial.

PRETRIAL DIVERSION AGREEMENT
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4, I hereby request that the United States Attorney fdr the Northern District of California
defer any prosecution of me for the violations set out in paragraph one (1) of this Agreement for the
stated period of months, and to induce him to defer such prosecurion I agree and consent thar anv
delay from the date of this Agreement to the date of the continued pursuit of the prosecution, au
provided for in the terms expressed herein, shall be deemed to be a necessary delay at my request.
T agree that this period of delay should be excluded from computation under the Speedy Tnal Acr
pursuant 1o 18 U.S.C. § 3161(h)(2). I further waive any defense to such prosecution on the ground
that such delay operated to deny my rights to a speedy trial under Rule 48(b) of the Federal Rules
of Crniminal Procedure and the Sixth Amendment to the Constitution of the United States, or thar
prosecurion was barred by reason of the running of the statute of limitations for the period of months
which is the period of this Agreement.

3. I agree to abide by all the conditions and requirements of this Agreement, and I agree:
not to commit or attempt to commit any United States federal, stgte, or local crimes during the
pendency of this Agreement. 1also agree not to violate the terms of my pretrial release as stated in
the Order dared August 6, 2001, or as modified by the Court; or intentionally provide false
information to the Court, Pretrial Services, or the government.

6. I agree to appear willingly and to respond truthfully to ali questions put to me at: {1}
a deposition on December 13-14, 2001; (2) at mial in United States v. Elcom Lrd., a/k/a Elcomsofi
Co. Lrd., CR 01-20138; (3) at hearings in United Stares v. Elcom Ltd., a/%/a Elcomsofi Co. Ltd., CR.
01-20138, if subpoenaed through my undersigned U.S. counsel who retains the right 1o maove to
quash on all relevant grounds; and (4) ar a further deposition pursuant to F.R.Crim.P. 15 if ordered
by the Court in Unired States v. Elcom Lid., a/k/a Elcomseft Co. Ltd., CR 01-20138. In addition,
[ agree to respond 1o questions about the AEPBR or its development put to me in writing through
my eounsel, or orally by means of a relephone interview with my counsel on the line. I agree this
agreement constitutes consent to a deposition within the meaning of F.R.Com.P. 15(d)(1). 1agree
that any statements made by me during any interview, deposition or trial testirmony can be used
against me in a prosecution for perjury, faise statement, or obstruction of justice.

7. I agree that should I violate the conditions of this program, the United States Aftorney

PRETRIAL DIVERSION AGREEMENT
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may revoke or modify any of the conditions of this program or change the period of supervision,
which shall in no case exceed twelve (12) months or until the conclusion of the District Court

proceedings in the matter of United States v. Elcom Lid., a/k/a Elcomsoft Co. Ltd., CR 01-20133

RMW, whichever period is longer. I agree that the United States Attomey may release me from

supervision at any time, and that the United States Attorney may at any time within the period of my
supervision initiate prosecution for this offense should ] violate any of the conditions, fumishing m
with notice specifying the conditions of the program which I have violated.

8. lagree that if I fail to comply with any promises  have made in this Agreement, that
the govermment will be released from its promises, but that my agreement that the facts described
above in paragraph two (2) are true and any subsequent statements made by me pursuarit to this
Agreement may be used by the government against me in any proceeding, and I waive any and all
claims under the United States Constitution, Rule 11(&)(6) of the Federal Rules of Criminal
Procedure, Rule 410 of the Federal Rules of Evidence, or any other federal statute or rule,
suppress or restrict the use of my statements, or any leads derived from those statements;.

The Government’s Promises

9. On the authonity of the Attomey General of the United States, by David W. Shapiro,
United States Attomey for the Northern District of Califomnia, prosecution in this District for the
above offense shall be deferred for the period of twelve (12) months from this date or unmn! the
conclusion of the District Court proceedings in the matter of United Srates v. Elcom Lid., a/la
Eleomsaft Co. Lrd., CR 01-20138 RMW, whichever period is longer, provided the defendant, Dmitry
Sklyarov, abides by the following conditions and requirements:

CONDITIONS OF PRE-TRIAL DIVERSION

A. The defendant shall not violate any U.S. law: federal, state, or local. The
defendant shall immediately contact his pretrial services officer if he is arrested and/or questioned
by any U.S. law enforcement officer.

B. The defendant shall report to his pretrial services officer as directed and keep
him/her informed of the defendant’s whereabouts.

C. The defendant shall associate only with law-abiding persons.

PRETRIAL DIVERSION AGREEMENT
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D. The defendant shall follow the following special conditions:

(1) The defendant shall report in person or if in Russia via telephone once 2
month to United States Pretrial Services, and submit a written monthly report as directed:

(2) The defendant shall submit to interviews and 2 deposition as provided in
paragraph six (6) of this Agreement; and

(3) The defendant shall make himself available pursuant 1o paragraph six (§)
above for testimony at any hearing, or at trial, in the matter of Unired Srtates v. Elcom Ltd., a/l/a
Elcomsoft Co. Ltd., CR 01-20138 RMW. The defendant shall not be responsible for a violation of
this condition as a result of the government’s failure or delay in approying any necessary visa or
other travel procedure, provided the defendant promptly applies for such approval or procedure.

10.  The government agrees that following the defendant completing the December 13-14,
2001, deposition described in paragraph six (6), the govemxhent will recommend to the Court that
the defendant’s pretrial release conditions be modified to allow him to reside in Russia.

1. If, upon completion of the defendant’s period of supervision, ﬁpre-ﬂ‘ial diversion
report from the defendant’s pretnal services officer states to the effect that the defendant complie:l
with all the conditions mentioned above, no prosecution for the offenses set out on page one (1) of
this Agreement will be instituted in this District, and any indictment or information will be
discharged.

Defendant’s Affirmations
12. T hereby state and affirm that this Agreement has been read and explained 1o me in

Russian. I understand the conditions of my pre-trial diversion and agree that I will comply with

them.

DATED: /2//3 | 2001 DAVID W. SHAPIRO
United States Attomey

COTT H FREWING
Assistant United Stargs Atgeney

PRETRJAL DIVERSION AGREEMENT
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DATE: T2/13 2001 P s

DMITRY SKLYAROV
Defendant
I have fully explained to my client all the rights that a criminal defendant has and all the
terms of this Agreement. In my opinion, my client understands all the terms of this Agreement and

all the rights he is giving up by entering into this Agreement, and, based on the information now

known to me, his decision to enter this Agreement is knowing and voll.}ntary. e
LA
DATE: ?_/| 3 /2.00.! . c et -
JOHN KEKER, ESQ.

Attorney for Dmitry Sklyarov

- / —
DATE: /0ol / 4 e
/ 3// / yﬂted States Pretrial Services Officer

INTERPRETER CERTIFICATION
I,[ Le é C‘/&J e.-'wtot;’ﬁereby certify that I am a certified Russian interpreter and thar |

accurately translated this plea agreement to the defendant.

DATE: /~2/11) O/ // )

Inferpreter's Signature

PRETRIAL DIVERSION AGREEMENT
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eBooks security — theory and practice

Speech on DEF CON Nine, July 13% - 5% 2001
Alexis Park in Lag Vegas, Ncvada USA

7
Foreword

My name 13 Dmitry Sklyarov. I'm employes of thé ElcomSoft Company. We're developing
security-related software for Windows platform.

I'wish to start my speech from several words about goals of this presentation. Initial
information about flaws in cBooks security was obtained during mwy rescarches for disscrtation
wark that dedicatcd to estimating depyee of security for different clectronic publishing solutions.
After collecting additional facts, we were just terrified. There are many solutions on the market,
which positioned 2s sceure, but they are not. And any publisher or distributor puts itself in a biy
danger by choosing secure ¢Book technology when guided only by information, obtzined from that
technelogy developer. T

We have a long thought about way to share our knowledge about security flaws with others.
We could make it public in all details, but such approach will, at first, strike 1o publishers, which
are not responsible for developer’s mistakes or facts obscurity. We could make demonstration
program with Limited functionality, but it is often practice for developers (especially for big ons) —
do not take in consideration any unwanted fact, until that fact becomes really threateming,
Unfortunately, demonstration version is not threaterung at all duc (o its demonstration, but not
action nature.

Fmally, we have decided to create demonstration program, which could be converted 1o the
fully functional version by paying some amount of meney. We have chosen $100 as sort of
threshold valuc. That valuc is scveral times larger than average Book cost. So, not too many
people will risk spending such zmount. But developers will be unable to push ahcad msecure
solutions as sccure at the fact of existing of such program.

L is 2 gtory of Advanced eBook Processor creation. The only thing Advanced cBook
Processor docs, i3 getting mput fife in PDIF or ¢cBookPro format and saving it without any
protection. By the way, Advanced ¢Book Proccssor has ability to decrypt books in Adobe's Acrabat
¢Book Reader format, which actually just PDF with custom sccurity handler.

Five dxys afler initial relcase of the Advanced eBook Processor, ElcomSoft becantes a
subject of attack from Adobe Systems Inc. Adobe claimed that Advanced eBook Processor is
illcgal and nezded to be removed immnediately from the web.

A day later, Internet hosting provider Verio Inc. has closed access to the ElcomSoft's web
site (and scveral other gites with the same [P addreqs) according to complaing from Adobe. One of
the rcasons provided was that site "offers downloads to copyrighted software published by Adcbe
Systems”, which is obviously not truc.

On the same day Adobe scat complaint to RegNow, billing service used by ElcomSoft. This
time they called it "unauthorized distabution of software™,

Mcanwhile Adobe has released version 2.2 of the cBook Reader software, which provents
cBooks from being deprotected by the first version of Advanced cBoak Processor. But the only

thing Adobe bas changed in security mechanism was encryption key vatue.) () 0 O 4 6 Expidrr R
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Now ElcomSoft's web site is hosted with mnother provider, and demonstration version of
Advanced cBook Processor, which could casily process books from cBook Reader 2.2, available.

You could find full story of conflict at hltp:!/www.doomsoﬁwnﬂacbpr.htirﬂ
But now, let's get batk to technical aspects of the eBooks Soctu{ty.

As we have demonstrated n our speech on Black Hat Win2K Security (February 2001),
encryption in Microsoft Office documents is very weak and password protection may be removed
without any problerns in most cases. In this speech Il try to cover some security aspects of
clectronic books and documents. The most atiention will be paid to documents in PDF format.

Documents publishing m electronic form have a lot of advantages against traditional an-paper
publizhing. You could casily find list of such advantages on web server of any company, which
provides cBook solutions. But nobody perfects, and there is one big problem that related with
<Books. Information in clectronic form could be duplicated and transmitted, and there is no reljable
W/ to tzke control over that processes. There are several solutions from different companies that
were developed to prevent unauthorized distribution of the ¢lectronic documents.

Some solutions are oriented on dedicated devicos like RocketBook by Gemstar. Such devices
have ability to buy and download securcd books over Internet. But in this spcech I'm dealing with
softwarc-only solutions, which works on porsonal computars platform

There are multiple programs that take HTML pages and pack them in comtainer. Afier that
container transferred 1o customer’s cormputer and displayed there via Internet Explorer APL
Content of such books could be casily exiracted from Explorer. Besides, developers of that
softevare often have insufficient knowledge im scourity arca. For example, The Intenet Marketing
Center, developer of eBook Pro software (httpr//www.cbookpro.com) proudly describes their
product with following phrase: "¢eBook Pro”, the only software in the universe that makes your
mformation virtually 100% burglarproof] But on practice all data protection is concluded in XOR-
ing each byte of compresaed data with the same constantt

On my opinion there are only two popular formats, which allows relatively sccured cBooka
distribution. These formats are Microsoft LIT and Adobe PDF. Lets lefts Microsoft Reader with fts
LIT format for another speech, and start speaking about PDF.

First of all, I will talk about internal structure of PDF documents, which was mainty derived
from PostScript language. Any document is set of objects plus some additional information, which
dcfmes special objects such as document root object, document information object, document
¢ncryption object, etc., and allows random access to any object in file.

" Each object in document identificd by uniquc combination of the object ID and generation
ID. There arc five basic data types could be used within object. They are Boolean values, numeric
values, object references, names, strings, and streams. Streams are usuaily contains pages content in
compressed form. Also two complex data types arc supported: arrays and dictionaries. Dictionary is
list of nomed ¢elements of any type.

PDF encryption
Now lets pay some atiention to general principles of the PDF sncryption. Documents car, be
encrypted o protect therr contents from unauthorized access. Access to a protected document's
cont=ntg is controllcd by the eecurity handler specificd in the Encryption dicl.iona.la' ﬁfﬂoﬁﬁﬂ_‘?m
/
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Strings and streams in a proteeted document, except those m the Encryption dichornary, ars
encrypted using the RC4 encryption algorithm (2 copywritten, proprietary algorithm of RSA Data
Security, Inc.). This prevents unauthorized users from simply removing the password from a PIJF
file to gain access 10 it Other data types {such as intcgers and Boolcans) that are nged primarily for
structural information in 2, PDF file are not encrypted. This combination protects 2 document's
contents, while allowing fandom access to the objects within 2 PDF file,

Protection of data in a PDF file consists of two steps: computation of a key 10 be used 1o

encrypt data, and encryption of the data. The key is simply a string of bytes, Key length is depends
on version of encryption algorithm used.

Version 1 of encryption algorithm was introduced in PDF k.1 specification, and works with
keys of cxactly 40 bits in length (to satisfy old U.S. cryptographic export requirements). Version 2
and 3 of encryption algorithm defined in PDF 1.4 specification, and allows variable-length keys up
10 64 and 128 bits in length respectively. Version 3 of algorithm stifl officially unpublished as an

export requirement of the U.S. Department of Commerce,

All strings and streams within onc object are cucrypted with object-specific key. That key is
calculated by passing document’s key along with object ID and gencration ID to the MD35 hash
function. Several first bytes from MDS5 output are treated as object key, Actual number of bytes
uscd is equal 1o document key length increased by S, but not more that 16 bytes. In Version 3 of
algorithm bytes from object ID and gencration ID are slightly transformed, and additional 4-byles
“sAIT™ string passcd 10 MDS5 inpur.

When PDF viewer (like Adobe Acrobat Reader) displays encrypted document, the only
things that viewer needs 1o know is document encryption key and encryption algorithm version.
Version number is stored in Encryption dictionary, while document key should be provided to PIJF

viewer by security handler, which was used to encrypt the document. There are mary dfferent
security handlers already cxists, and anyone could dcvelop new one (c.g. by using Acrobat SDK).

Now lets take a look at several widely used sccunity handlers. Most of them are implemented
as plug-ing far Adobe Acrobat Reader.

Standard security handler

The most popular security handler is “Standard” one. Support for that handler is embedded in
Adobe Acrobat and almost any PDF viewer,

PDF's Standard sccurity handler allows two passwords 1o be specified for a2 document: an
Ovmer passwvord and 2 User password. Correctly supplymg cither password allows a uscr to opci
the document, decrypt it, and display it on the screen. Correctly supplying the Owner pagsword will
give full access to a document. Correctly supplying the User password will potentially provide a
reduced sct of operations that can be performed on the docurent. Access mformation in the
document's Encryption dictionary specifies which of thesc operations, if any, may be performed.
The Owner password must be supplied in order 1o change these restrictions or the passwords
themselves, '

The following operations are optianally permitted for Standard sccurity handier 2 when 2
correct uscr passward is provided:

* Modifying the document's contenis
* Copying text and graphics frora the document 00048
* Adding or modifying lext 2nnotations and intcractive form ficlds 0
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e Pnnting the document

The following additional operations are optionally permitted for Standard security handler %
(mnounced in Acrobat 5) when a correct user password is provided:

¢ Form fill-in and sign dbcument

* Text inspection for accessibility

* Document asscmbly, including insertion, rotation, and delction of pages and creation of
bookmarks and thurabnails ' ,

¢ Allow only printing that docs not allow perfect digital copies, but which may also result in
degradation of output quality

It is obvious (hat PDF cannot enforce the docurnent access privileges specified in the
encryption dictionary. So, if user password is empty or known, it is possible to caleulate documen
encryption kcy and decrypt the document. That js exactly what Advanccd PDF Password Recovery
application developed by ElcornSaft docs.

If neither user nor owner password is known, dictionary or brute-force attack could be
performed. The following table displays testing speed for User and Gwner passwords on documents
proiected with Standard security handler 2 {Acrobat 2,3, 4, 5)and 3 (Acrobat 5 only). First linc in
each cell represents number of passwords that could be tested in one second on computer equipped
with 450MH2 Pentium II CPU. Second line reflects number of blocks to be passed through MD5
hash function and number or RC4 initializations required to test onc password. All results wherc
obtained with Advanced PDF Password Recovery Pro developed by ElcomSoft.

Handler type \ pasaword type User Owner
Standard security handler 2 190,000 100,000
IxMDS + 1xRC4 2xMDS + 2xRC4
Standard sccurity handler 3 3,250 1,610
51xMID35 + 20xRC4 102xMDS + 40xRCA

Anack on passward can not guarantee that document key will be found. But if document
cocrypted with 40-bits key, it is possible to find correct one by enumerating all possible keys.
Singlc key testing (for Standard security handler 2) requires only one RC4 corputation
(initialization plus decryption of about 1 byte), Complete keys enumeration takes about 40 days on
single 450MFz CPU. |

Probably 40 days per document scems 100 fong, So, there are several ways to reduce time
needed w find document encryption key. First approach is based on paralicl computing, For
cxample, if 4 computers are available, document key will be found in 10 days.

When more than one document with Standard Sccurity bandler needs to be cracked, keys for
all that documents could be found in onc pass. That will require almost cqual timc for any number
of documents because the most time-consuming opcration (RC4 initializations) is performed once
for cach key 1o be tested, regardless of number of documents.

Finally, if barge data storage is available, it is possible 1o create array of pre-computed data,
which could be used w skip esting of some wrong keye. Every 2*° bits (128 gigabytes) allows

Aarrmanm el e A F L ul L v tad emlaa L Lo, e Lt . ta
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computers with 128 gigabytes of hard drive space ¢ach, will find the key in 64 times faster thay
ordinary single-CPU keys enumeration. Certainly, filling data storage with pre-computed data
requires at least the same amount of time as Key scarch for one document, but afier that key for any
document could be found in less that one day. '

By the way, enumeration of all 40-bis keys could be performed not only for Standard
sccurity handler, but also for any security handler, which uses Version 1 of encryption algorithrn.
Such artack is sort of plain-text artack. Assuming that document creation date is stored as ASCII
string, we could check appropriateness of document key by calculating object key and decrypting
string with date. If resulted string looks like valid date string, than correct key is found. Each key
testing requires onc MDS5 and one RC4 calculation. So, complete enumeration will take about tiva
months on single 450MHz CPU. That time could be reduced anly by parallel calculations. Multiple
documents processing or pre<omputed daw is useless becanse object key is dependent on object
number, and it is improbable that many documents will have creation date stored in object with the
same number.

Rot13 handier

Story of the Rot13 handler looks just ridiculous. That handler is used to protect reports
created by New Paradigmm Resources Group, Inc. (http//wrww.niprg,.com). Each copy of their report
costs about US$3000, and docurnents protection looks adequate. Customer subscription includes
hardwarc dongle, which necded to open any report. Every docuraent is protected with password,
But there is one odd thing...

Software Development Kit for Adobe Acrobat 4 contains sample code for two security plug-
ins, And, 25 you probably already gucssed, one of them is called “Rot]3". That sample designed
with seweral sceurity flaws. The most significant one is that password 1s just checked, but not us2d
in cncryption, and all documents, protected with that handler, uscs the same fixed document
encryption key. That key ig stored as string and could be found by text viewer in the body of the
compiled plug-in. Definitely, plug-in used by New Paradigm Resources Group containg additioral
code w0 check dongle prescnce, and uscs different encryption key. But key is atill fixed and easily
findable by text vicwer. So, all that hacker needs to get full access to any report is modifying key
constant, removing password checking from sample sources, and compiling the plug-in.

FileOpen handler

FileOpen security handler was developed by FileOpen Systems (http://www.fileopen.com)}
and used in their software product called FileOpen Publisher ™, FileOpen Publigher is unsurpassed
n providing publishcrs with the most extensive and flexible access controls, The software meludes
tools for managing electronic subscriptions, authentication of concurrent users, document
expiration, and locking o specific media (onty from the web, only from CD-ROM, etc). FileOpem
i3 also a pioneer in cnabling printing restrictions on documents, 5o publishers can limit the number
of printouts 2 user can make, or the period of time in which a document may be printed. A license
to FileOpen Publisher costs US$2500. Together, FileOpen and Adobe Acrobat 5.0 provide a
complete, secure e-publishing solution.

That is advertising materials say. But how secure FileQpened documents in reality? FileOpen
Publisher 2.3 and carlicr cnerypts all documents with the same constant key. In December 2000,
ElcomSoft has published press relcasc, which tells about flaws in FileOpen scourity handler. After
that our technical director Viadimir Katalov has severa! converaations with President of FileOpen
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That man suarted from complains on his crucl destiny and then asks 10 rerove all menfion. of
FileOpen vulnerability from ElcomSoft’s web site, cease all discussion of FilcOpen on all public
newsgroups, and produce new version of Advanced PDF Password Recovery software with no
functionality to decrypt FileOpen'ed documents. Certainly, he got the answer that it is irnpossible
to fulfill his requests, but ElcomSoft could help FileOpen in making their plug-in more secure. On
that FileOpen's representative said that he would ke it into court if his requests would not be
fulfilled. Probably his lawyer said that there arc almost no chances, but since that time we did not
hear any other threat from him.

Anyway, in January 2001 FifeOpen has relcascd version 2.4 of their Publisher software,
which differs from previous version only in improved sceurity. New version encrypts documents
with variant keys, but document itself contzins all necessary information to instantly calculate the
key, and could be deerypted by new version of Advanced PDF Password Recovery. Probably they
just grudge the moneys W hire security specialist and develop real protection

SoftLock handler

SoftLock handler was developed by SoftLock Services, Inc. (httpy//wew.softiock com).
Softlock s an Adabe Acrobat plug-in that allows you to add security features to PDF documents.
When the User opens a Sofilocked PDF, SoftLock caleulaies a unique nuraber called a
SoftilLockID, which is based by default upon the User's Hard Drive. SoftLock then looks for the
unique password, which is appropriate 10 that SoftLockID and PDF. If the correct password is
present, PDF is unlocked; if' it is not, customer is invited to purchase the correct password.

The approach used by SoftLock handler is not bad. But implementation corrupts the idea.
Unlocking password length is cxactly 8 characlers. Any character than convertied (o one ‘
hexadecimal digit. Hence resulted password length is 32 bits. Morcover, 8 bits are used for
password integrity check. So, effective password length is only 24 bits. It is easy to write a progcam
that will find correct password by simplc enumeration. All possible passwords could be tested by
intcrnal Softlock’s checking routine in 2bout 30 hours on 450M¥Hz CPU. Password checking
algorithm is bascd on modified MIDS hash function. So, optimized version probably will find the
password in mnutes.

In May 1, 2001 Softilock has claimed abourt a significant reduction of operations to avoid
bankrupicy. Who knows, probably their troubles is rclated with carcless in security plug-in
development...

Adobe Webh Buy handler (PDF Merchant)

In Acrobat 4.05 Adobe has implemented support for new security handler — Web Buy. That is
the first handler, which allows key length greater than 40 bits. Web Buy handler roquired 1o view
decuments protected with PDF Merchant Digital Rights Management (DRM) technology.
Customers are restricted from viewing document until they purchase a license. In most cases
licensed document could be opencd only from computer, it was bought for. To implement such
functionality Wcb Buy handler sends to licensing server one or more identifiers like computer
(processor) ID, storage volume numbers, user ID, ete. Scrver generaics .RMF file (probably
abbreviated Rights Management Format) and sends it to user. RMF file is XML document, which
contains obfuscated PDF encryption key, document access permisgsions (e.g. Print) and certificate
to check license validity. '

There are threxe different Public RSA keys involved in document kcy calculation procedure.
Al first step 1024-bits Publisher’s key, which stored in license certificat=, is used to check license
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validity. Afier that another 1024-bits key is used to check certificate validiry. It is Tooks like that
" keéy is owned by Adobé"

When license and certificate integrity is confirmed, Web Buy checks if document licensed for
current computer configuration. There are one or more records in RMF file, which deseribes
components 10 be tested. Each record contain test condition (equal, not equal, greater, elc.),
Component Name (CPU, USERID, UTC, ete.), required Component ID, and encrypted key valc,
Records could be combined wit r}?gical operators “AND" and “OR". If this checking sucocssfuily
passed, key value from some is decrypted with the same Publisher’s key that was used for
license inteprity checking, and decrypted onc more time with 912 bits key, which secems to be
owned by Adobe too.

Resulting 20-bytes value is combined with data from Encryption Dictionary and with
Component I (from validation record) by means of MDS hash and XOR. operation to get
documcnt eneryption key.,

Two RSA keys owned by Adobe (one for certificate generation and another for document key
cncryption) guarantees that publishers will pay Adobe for each document to be protected. And 1t
seems mmpossible to falsify license by updating document permissions. But if anyonc have access
to pair of PDF and RMF file, it is possible to caleulate document encryption key and decrypt the
document, even without physical access 10 computer, the document was licensed for.,

Adobe’s Acrobat eBook Reader EBX handler (formerly GlassBook)

Acrobat Reader is not enly one PDF vicwer with security support in the world. There was at
Icast one more viewer - GlassBook Reader. But GlassBook Inc., development company of the
GlassBook Reader, was acquircd by Adobe, and viewer was renamed to Adobe’s Acrabat eRool:
Reader. eBook Reader implements Electronic Book Exchange (EBX) protocol developed by EEX
Workgroup (http //wew.cbxwg.org) to manage document keys. Protocol specification is freely
available, and describes data processing in details,

During activation of the Reader, RSA key pair is generated, and Public key is registered cn
scrver, while Private key retained by Reader. After buying license to some book Reader reccives
Vouchcr, which contain document key encrypted with Reader Public key, information about
document permissions, and additional data which allows Voucher authenticity checking,

So, knowing Private key is necessary and enough to calculate document key and decrypt the
document. In cBook Reader Private key stored encrypted by RCS alporithra in Vouchers
subdircctory. There are two ways (o get RCS key and therefore the Private key, RCS key could be
calculated as SHAL hash of several computer-specific IDs (like CPUID and HDD volume ID).
Another copy of RCS key swred encrypted with another key, which is hard-caded in the body of
Rcader executable, .

It is impossible to modify document permissions and falsify Voucher authenticity without
knowing document key. But afier extracting Private key and calculating document key it is very
casy 1o generate Voucher with any permission and for any computer,

Arbltrary handler (obtaining encryption key from PDF viewer)

Adobe Acrobat and Acrobat Reader of any version prior to 5.0 has no reverse-engineering:
prowection at all IntcrTrust DocBox plug-in gupplied with Acrobat 5.0 uscs simpicst debugger-
detection tricks and lermunates Acrobat if debugger is present. Main cxecutable file of the cBook
Reader is encrypted and contains anti-debuawmng code. but both levels of nrotection cauld he
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remover by average-skilled hacker. Besides, none of thoesc program checks for cakle integrity. So, it
is very easy 1o do virtually anything with program by modifying its code in memory.

As was noted earlier, document key should pass through MID5 hash function every time when
encryption key for some object calculated. So, all you need to get encryption key for any docurent,
which could be opened myPDF viewer, is miercept MDS_Update function and wait wntil key will
be passed 10 it. There are several ideas that could help 10 find address of MD5_Updare function:

* MDs_Update function resides not far from MDS_Init function, which uscs constants
0x67452301, OxEFCDABRS, 0x938B ADCFE and 0x10325476.

* MD5_Update ofien called just after call to MDS_Init function.

» MDS_Update or some function called from MDS_Update uses 64 constants defined in MDS
specilication,

1t is looks odd that in most cases Advanced cBook Processor it connected with Adobe ¢Book
Reader only, because AEBPR has”ability to get document encryption key and perform decryptivn
for any PDF document which could be opened and viewed in Acrobat or Acrobat Reader.,

Security flaw in Acrobat plug-ins certification

There is another possible security flaw in products from Acrobat family. Adobe provides
plug-ins SDK and plug-ins certification mechanism. Acrobat Reader 1oads only certified plug-irs.
Each develaper should sign Reader Intcgration Key License Agreement and pay fee of $100 to
obtain Reader Certification digital certificate from Adobe. This certificate could be used to Reader
Certify any plug-in.

Also in some cases (for example, when opening documents protected with Adobe WebBuy or
InterTrust DocBox scourity handler) Acrobat reloads itself 1o make sure that only plug-ins certified
by Adobe are loaded. But certificate checking algorithm makes docision about certificate validity
upon plug-in's Portable Executable header only. So, any correction in plug-in code will pass
unnoticed. Moreover, it is possible to modify Adobe certified plug-in to load any other plug-in, and

. pass control 0 it. Henee, anty plug-in could be Joaded as if it was certificd by Adobe, making
certification completely useless.

Conclusion

As you sce, the most recent PDF specification provides encryption ability with key length up
to 128 bits. Key generation algorithm could be implemented in any desirable way by means of
sccurity plug-in. But all that capabilitics becomes uscless if document could be opencd for vicwing.
Morcaver, several security plug-ins so poorly implemented that allows pet the document key with
little efforts.

The main problem of PDF encryption i3 that encryption key is passed to viewer, and
docurnent should be decrypted before displaying, So, there is some place where key is available,
and another place where content is alrcady decrypied. Implementing anti-reversing tricks or
corplicated eqyptography will make key cxtraction harder, but not impossible.
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